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GARDNER: This hearing of the Helsinki Commission will come to order. Welcome,
and good morning everyone. I’m honored to speak and be here on behalf of Senator Wicker, the
Commission’s chairman, and to preside over this morning’s hearing.

The Commission is mandated to monitor the compliance of participating states with
consensus-based commitments of the OSCE. Today’s hearing focuses on the pressing issue of
Russian disinformation, and how it undermines the security and human rights of people in the
OSCE region.

Disinformation is an essential part of Russia’s hybrid warfare against the United States
and the liberal world order. As one of our distinguished panel witnesses today wrote in her
recent article, “The Russian security state defines America as the primary adversary. The
Russians know they cannot compete head to head with us economically, militarily,
technologically, so they create new battlefields. They are not aiming to become stronger than us,
but to weaken us until we are equivalent.”

Through its active-measures campaign that includes aggressive interference in Western
elections, Russia aims to sow fear, discord, and paralysis that undermines democratic institutions
and weakens critical Western alliances such as NATO and the EU.

Russia’s ultimate goal is to replace the Western-led world order of laws and institutions
with an authoritarian-led order that recognizes only masters and vassals. Our feeble response to
Russian aggression in Ukraine and their interference in our elections has emboldened the
Kremlin to think that such a new world order is not only possible, but imminent.

We must not let Russian activities go with impunity. We must identify and combat them
utilizing every tool at our disposal.

I am proud that my home state of Colorado is home to Fort Carson and the 10" Special
Forces Group, an elite unit that has been at the tip of the spear in identifying and combating
some of these malign Russian activities in the European frontline states. | thank them for their
important work and for keeping our nation safe.

To help us lead our discussion today, | am pleased to introduce three distinguished
witnesses.

Mr. John F. Lansing is the chief executive officer and the director of the Broadcasting
Board of Governors. He joined the BBG as CEO - that’s a lot of acronyms — and director in
September 2015. Previously, he was the president of Scripps Network, where he is credited with
guiding the company to becoming a leading developer of unique content across various media
platforms.

Ms. Melissa Hooper is the current director of Human Rights and Civil Society Programs
at Human Rights First. Ms. Hooper’s research focuses on Russia’s foreign policy strategies of



spreading Russian influence and undermining democratic institutions in Eastern Europe, and
how these strategies intersect with existing autocratic trends.

Ms. Molly McKew is an expert on information warfare and Russian disinformation
policies. She currently heads an independent consulting firm, Fianna Strategies, advising
governments and political parties on foreign policy and strategic communication. She also has
extensive regional experience advising both Georgian and Moldovan governments. She also
writes extensively on issues pertaining to Russian information warfare.

We’ll begin with Mr. Lansing, who will offer his testimony and inform us what the BBG
is doing to counter Russian disinformation in the OSCE region. We’ll then move on to Ms.
McKew’s testimony, where she will discuss information warfare and Russia’s activities in this
space. And finally, Ms. Hooper will present her analysis of Russian disinformation’s influence
over the German elections and its potential influence over future elections in Europe.

So thank you very much for your testimony today. | look forward to hearing your
discussion as we strive to better understand these serious threats.

Before we begin, though, I will now turn to my colleagues on the Commission — Senator
Cardin, Congressman Smith — for their comments.

CARDIN: Well, Chairman Gardner, first of all, it’s a pleasure to have you here. | miss
Senator Wicker, so | ... (laughter)

GARDNER: I’ll do my best with Mississippi accents. (Laughter.)
CARDIN: Senator Wicker is just a great leader on the Helsinki Commission.

But it’s great to be here with Senator Gardner. You should all know that | serve with
Senator Gardner on the Senate Foreign Relations Committee, and he is a passionate leader on so
many issues on the Senate Foreign Relations Committee. So his help here on the Helsinki
Commission today is very much appreciated. So thank you for chairing today’s hearing.

It’s good to be here with Congressman Smith. Congressman Smith is not only the
longest-serving member of the Helsinki Commission, but he has been a champion of the Helsinki
Commission for longer than I’ve been in Congress, and I’ve been in Congress a long time.
(Laughter.) So, Chairman Smith, it’s good to be here with you.

And today you truly have a distinguished panel of witnesses. We have three witnesses
who are truly expert on the subject that we are dealing with today, and that is what Russia’s
misinformation campaign is all about, the risk factors to the United States and to our values and
to our partners, and what we can do to counter that.

I’ve repeatedly stated that Russia is violating each and every principle of the Helsinki
Final Act’s guiding principles. Central to Russia’s strategy to undermine democratic institutions
is a long-running effort to now sow instability through disinformation campaigns. So | hope that



we can truly try to understand a little bit more about what they’re doing, what Russia’s all about,
and the impact it has on the United States and our allies, and what we can do with the
participating states of the OSCE in order to try to counter these activities.

In a world of rapid technological and social change and upheaval, Russia has not merely
grasped the basic applications of the new technology, it has exploited it, and used this openness
of our democratic institutions to work against us. | must tell you, we have to admire how Russia
has understood the means of communications today, and how they understand our democratic
institutions, and how they’ve used our democratic institutions to advance their own agenda.

We have seen the impact of this disinformation at home and abroad. Russia’s
disinformation has spread throughout Ukraine, and especially impacted the Ukrainian state’s
response during the invasion of Crimea and the war in Donbas. We’ve also seen now the impact
of Russia’s disinformation in the United States itself. Russia’s Facebook users created thousands
of fake accounts and flooded the internet with propaganda and lies during the 2016 election
period.

This week, as the OSCE convenes Europe’s largest annual human rights meeting in
Warsaw, Poland, a longtime participant and leading voice in monitoring hate crimes, xenophobia
and extreme violence in Russia is under threat. The SOVA Center is now being investigated as
“undesirable.” This is a painful reminder that Russia’s foreign agent law, used to target human
rights groups and civil societies in general, is one of Moscow’s most insidious global exports.

Russia’s disinformation strategy is well-funded and it is sophisticated. As we need to be
doing a better job in response, the State Department’s Global Engagement Center has been
tasked in statute with assuming a larger part of this responsibility.

I’m glad to see that the State Department has released resources to the Global
Engagement Center. This is something that we had pushed very hard. | want to acknowledge
Senator Corker and Senator Graham’s efforts in helping us on the Senate side in getting that
done. We now need to deal with rigorous oversight of this effort.

The recent Russia sanction bill which was signed into law on August the 2" included
funding authorization to bolster the resiliency of democratic institutions across Europe. | was
proud of the role that our committee played with getting that done. It now is important for us to
see that it’s implemented and oversighted properly.

I must note that this is the Helsinki Commission’s third hearing on Russia this year. The
Commission has investigated the extensive human rights abuses in Russia and the growing
military threat that the Russian state poses.

The scourge of disinformation is a serious and ongoing challenge Russia poses against
the global community in spite of its international treaties and commitments. This hearing is
extremely important, and | look forward to hearing from our witnesses.

GARDNER: Thank you, Senator Cardin.



Congressman Smith.

SMITH: Thank you very much, Chairman Gardner, and thank you for your leadership.
And it’s just great to see you.

And Ben Cardin and I, we do go back a whole lot of years working on the Helsinki
Commission, particularly working against the nefarious Russian enterprises — not just the KGB,
but others who have perpetrated horrific human rights abuses over the many years. And so it’s
great to be with Ben. And I thank him for those sanctions. He and the chairman of the Foreign
Relations Committee crafted a very important piece of legislation, which is now law. So thank
you, Ben.

The most alarming thing about the Russian media’s promotion of untruths and fake news
is the extent to which it is coordinated by the Russian government and put in the service of a
doctrine of war, the so-called Gerasimov Doctrine of hybrid war. Fake news is far from
unknown within our society. We deal with it through freedom of speech, which allows it to be
disproven, as well as through laws against libel and incitement. Yet, the case is totally different
when a foreign government coordinates the production of fake news campaigns as part of a
hybrid war against us and our allies.

I’d like to hear from our witnesses today how they think our government can work with
our allies to respond to the threat of Russian disinformation and the threat that it poses against
Ukraine, Lithuania, Latvia, Estonia, and Georgia in particular. These are countries where
disinformation is most fully part and put in service of this hybrid war. How are we responding
and how should we respond? And I’m sure we’ll get some very good answers from our
distinguished panel.

Most importantly, if Russian disinformation is hybrid war against these frontline allies, is
our military and the NATO alliance making counter-disinformation part of a hybrid defense
against this hybrid war? Over the years — and | mention this because I’ve done so with Ben on
many occasions — we’ve traveled to Russia many times, including during some of the worst years
of the Soviet times. In 1982, my first trip as a congressman was to meet with Jewish refuseniks
for a full 10 days in Moscow and in Leningrad. | went back a few years later, then went back
again and actually visited Perm Camp 35, where Sharansky and so many other dissidents were
held — he [Sharansky] had just left, but others were still there. We videotaped more than two
dozen political prisoners. 1I’ll never forget one of those prisoners said, “Tell Scowcroft I’'m
here!” He was fingered by Aldrich Ames, and was there and probably would have been killed,
and an exchange got him out. But many others were there, and they told their stories. It was the
beginning of glasnost and perestroika at the time. But that was still under Soviet times.

Now, | say that because in 2013 | sought to go to Russia after the adoptions were shut
down pursuant to a retaliation for the Magnitsky Act, which was absolutely well-written and has
been put into place. And under Putin, many of us have been not allowed even to travel to
Moscow, and | have not been able to get a visa ever since. We could get there during the Soviet
times, can’t get there now. What does that tell you about the state of Putin’s Russia? And, of



course, to punish children, many of whom were already in the pipeline to find homes here in the
United States, who would have been well-loved, and out of an orphanage in many cases, and
well taken care of, and yet that was a shutdown on the part of the Russian government in
retaliation against the Magnitsky Act.

So we really are in a really bad situation with Russia. And I think a hearing like this
helps to bring additional light and scrutiny, and most importantly from our witnesses some
recommendations on what we could do and do better to combat Putin’s aggression.

Thank you.
GARDNER: Thank you, Congressman Smith.

We’ve been joined by Senator Shaheen and Congresswoman Moore. Thank you very
much for being here today. And if you would like to make additional statements now, please
feel free to do so. Otherwise, we’ll begin with the testimony and reserve time for opening
statements during our question period. Thank you very much.

MOORE: Thank you, but I’ll pass.
GARDNER: Thank you.
Mr. Lansing, if you’d like to begin.

LANSING: Thank you. Chairman Gardner, Co-Chairman Smith, and members of the
Commission, thanks for inviting me to speak today about the Broadcasting Board of Governors’
efforts to counter Russian propaganda and disinformation.

I currently serve as the chief executive officer of the BBG, where | oversee all
operational aspects of U.S. international media, including five networks. And those networks are
Voice of America; the Office of Cuba Broadcasting, Radio and TV Martis; Radio Free Asia,
Radio Free Europe/Radio Liberty; and the Middle East Broadcasting Networks, which include
Alhurra TV and Radio Sawa.

The BBG’s mission is to inform, engage, and connect people around the world in support
of freedom and democracy. We produce news on all media platforms, and our programs reach
278 million people, unduplicated, on a weekly basis in more than 100 countries and in 61
languages. We increased our audience by 52 million from 2015 to 2016. The BBG provides
consistently accurate and compelling journalism that reflects the values of our society: freedom,
openness, democracy and hope.

Today we are encountering a global explosion of disinformation, propaganda, and,
frankly, lies by multiple authoritarian regimes and non-state actors such as ISIS. House Foreign
Affairs Chairman Ed Royce, referring to Russian propaganda specifically, terms it “the
weaponization of information,” and | believe that captures the severity quite well.



In Russia, the Kremlin propaganda machine is breathing new digital life into a decades-
old strategy of disinformation to influence opinions about the United States and its allies. State-
sponsored Russian broadcasters such as RT and Sputnik are expanding their global operations.
In fact, earlier this year in Washington, a bluegrass radio station on 105.5 FM was replaced by
Sputnik, right here in Washington, D.C. The Russian strategy seeks to destroy the very idea of
an objective, verifiable set of facts.

The BBG is adapting to meet this challenge head on by offering audiences an alternative
to Russian disinformation in the form of objective, independent, and professional news and
information. 1I’d like to detail some of our key initiatives for you today.

Since 2014, the BBG has added or expanded more than 35 new programs in Russian and
other languages in the former Soviet space. The flagship of this effort is a Current Time, a 24/7
Russian-language digital network that we launched in February of this year. Current Time aims
to reach Russian speakers in Russia, the Russian periphery, and around the world. For example,
in Stockholm or Jerusalem or Istanbul, Russian travelers can now turn on the TV in their hotel
room and find Current Time as an alternative to RT.

If they did, here’s what they might see:
(A video presentation begins.)

NARRATOR: In a complicated world, it can be difficult to tell what’s real. But Current
Time tells it like it is. It’s television for Russian speakers worldwide, delivering news our
viewers care about, information that stands up to scrutiny. Current Time brings together top
journalists from throughout the Russian-speaking world, delivering a fresh alternative to
Kremlin-controlled media. With headquarters in Prague and Washington, and more than 100
reporters on the ground in Russia, Ukraine, Central Asia, the Baltics, the United States and
Europe, Current Time serves as a reality check with no fake news or spin. Current Time is on
the air 24 hours a day, seven days a week with new shows for our European and Central Asian
audiences; top-of-the-hour headlines; a daily news digest from Washington and New York; a
nightly political talk show, “The Timur Olevsky Hour;” weekend wrap-ups from Washington
and Prague; and a weekly analysis, “See Both Sides,” that helps viewers tell fact from fiction.
Available through cable, satellite, IPTV and online streaming, Current Time reaches a potential
audience of 240 million Russian speakers across the globe.

And Current Time isn’t just TV. lIts digital platforms draw more than 160 million views
on social media, with more than a quarter coming from inside Russia itself. Current Time is
always on the road with shows that bring our viewers new sensations, sights and ideas; rarely
seen documentaries; unexplored places; and ordinary people standing up to extraordinary
circumstances, risk-takers and entrepreneurs building a future for themselves and their
communities.

This is Current Time’s mission: real news, “nastoyashchiye novosti;” real people,
“nastoyashchiye lyudi;” in real time, “nastoyashchiye vremya.” That’s Current Time Television.



(The video presentation ends.)

LANSING: Current Time is a first-ever, unique partnership led by Radio Free Europe in
Prague along with the VVoice of America here in Washington. It’s distributed in over 23
countries, having just launched in February, on 59 satellite, cable, and digital distribution outfits.
The Current Time network produces daily news shows on the United States and global events,
including within Russia, and features reports on business, entrepreneurship, civil society, culture
and corruption, and is the leading distributor of Russian-language documentaries from
independent Russian documentary film producers. In essence, it provides a Russian-language
truthful alternative to the Kremlin’s disinformation distortions and lies.

Digital statistics indicate that the Current Time network is yielding results already. From
January to July of this year, Current Time short-form Russian-language videos which are seen on
social media within Russia and around the Russian periphery were viewed more than 300 million
times, nearly three times the number of views during that same period a year ago. And of those
300 million views, half of those are coming from audiences inside Russia.

Russian disinformation campaigns are truly a global effort, and the BBG recognizes this.
Our programming in Russia and the Russian periphery is consumed by over 24 million adults on
a weekly basis in 20 languages, including, of course, Russian. We have also deployed a new
brand called Polygraph, a joint Radio Free Europe and VOA website that is, in essence, a fact-
checker to call out Kremlin distortions and educate global audiences on media literacy and how
to spot fake news.

Russia has jumped to criticize these and other BBG efforts. A Russian state news
organization charged that these programs are all produced by “Russian people who put the
interests of America above the interests of Russia.” Our journalists have also come under attack
and are under increasing pressure and intimidation in Moscow.

In addition to the nearly half-billion-dollar combined budgets of RT and Sputnik and
other Russian international media, the Russian government also targets Russian speakers around
the world with its vast resources of its domestic state-controlled news and entertainment
networks. By contrast, the BBG’s FY ’17 budget is $786 million, but spread across 61
languages.

Make no mistake, the United States is confronted by information warfare, and 1 don’t use
that term lightly. The good work of our journalists around the world is an essential element of
the national security toolkit through the export of objective, independent, and professional
journalism, and the universal values of free media and free speech.

There’s one thing we won’t do, and that’s propaganda. Our content is protected by a
legislative firewall that prevents the U.S. government interfering in our editorial decision-
making. Now, that’s important to understand.

And I’ll close with a quote from Edward R. Murrow, who served as the director of U.S.
Information Agency 1961 to 1964, the predecessor of the BBG. He testified before Congress



and said: “To be persuasive we must be believable; to be believable we must be credible; and to
be credible we must be truthful.” His words ring true today, more than ever.

Thank you.
GARDNER: Thank you, Mr. Lansing.
Ms. McKew.

MCKEW: Good morning. Thank you, Senator Gardner, commissioners. | am grateful
to have the opportunity to share some of my experiences countering Russian information warfare
in the past decade.

It’s been 10 months since we were informed that an information war is being waged
against the American people. Our actions say that we’re still trying to decide if this is a real
threat or not. We must be clear about what these measures aim to achieve.

First, Russian disinformation is a means of warfare. It’s the core component of a war
being waged by the Russian state against the West, and against the United States in particular.
As | outline further in my written testimony, Russian doctrine is quite clear about the
importance, primacy, and aims of information warfare. The Kremlin is operationalizing a
fundamentally guerilla approach to total warfare in order to achieve strategic political objectives
and a kind of global imperialist insurgency. Within this, the smoke and mirrors of information
operations are a primary means of power projection.

Second, the main line of effort in this war is conducted in English. We have failed to
secure our information space, allowing our self-defined primary adversary to shape and
sometimes control it at will.

Third, we have failed to understand the importance the Kremlin ascribes to these efforts
and the resources, formal and informal, that it devotes to them. The Kremlin has built
sophisticated information architecture inside our information space. It is constantly reinforced
and expanded by the creation and dissemination of considerable amounts of content. It
increasingly relies on computational propaganda — artificial intelligence, botnets, and other
means of automation, as well as data-driven targeting.

We don’t compete offensively or defensively in that war. Yet, in many respects, it is the
war that matters most. Information tools are the new super-weapons, shifting the fundamental
balance of power between adversarial forces.

The Kremlin believes that people are the most exploitable weakness in any system. What
the Kremlin sees, for example, is that Facebook is a means of collection and a means of
operationalizing information operations effectively and inexpensively: a real-life, free-market,
big-brother platform for surveillance and computational propaganda available to any power that
is willing to pay for it. Russian information operations have come of age with social media.



Information warfare now plays a significant role in shaping the information environment
of our elections and other political discourse in Europe and in the United States. | detail some
examples of this in my written testimony, including how Russian-backed information operations
in Georgia and Moldova have helped to alter the political landscape.

I want to emphasize this is not about information, but about eliciting behavioral change
and about action. Disinformation has purpose. What did it aim to achieve is often a more
important question than if it is true. Russian information operations are used to activate people
and groups in different ways when information is applied on prepared networks. They are
integrated into the operational footprint of Russia in Europe and beyond, combining intelligence
resources with access to technology and information capabilities, operating with few creative
limitations and backed by considerable state resources.

There are a few examples of these from recent news. During the 2016 U.S. elections,
Russian Facebook pages were used to organize anti-immigration protests in the United States. In
January, a Russian information campaign sparked protests in Germany about the so-called Lisa
case, a false story about a young girl brutalized by refugees. In June, Russian hackers planted a
false story in Qatar’s news agency which spread and contributed to a major diplomatic rift in
Gulf Arab nations. And this year, Russian information operations have aimed to inflame a rift
between Poland and Ukraine based on historical debates.

These examples show that Russian information operations aim to deepen divides and
amplify unrest, to achieve political outcomes, and to identify enemies for us, internal and
external. The Kremlin would rather that we fight ourselves and fight each other than be unified
against Russian ambitions and against their interference.

These manipulations don’t create tendencies or traits in our societies. They elevate,
exploit, and distort divides and grievances that already are present, and the amplify fringe views.
Russian information operations are a dark mirror of our weaknesses in which no one really wants
to see themselves.

Russia likes to position their doctrine as a response to Russian actions. It’s more helpful
to understand that the tools they deploy against us they have used against the Russian people
first. They forcibly secured their information space before they attacked ours.

We, as Americans want to believe this warfare doesn’t work on us, that oceans are still a
barrier to foreign invasion. But we really have no basis in fact for remaining comfortable with
that belief. We do need a new kind of star chamber coordinating our best assets — diplomatic,
military, intelligence, industry, nongovernmental and informal — to counter the information war
launched by the Kremlin’s power vertical.

I highlight additional measures for securing our information space in my written
testimony, but | would like to highlight a few in brief.



First, we need a whole-of-government response driven by a unity of mission. Clear
leadership amplifies results. If our government is more open about the threat and the results,
media and civil society actors, for example, can follow along and take more action.

Second, we also need an integrated whole-of-alliance approach with our NATO and EU
allies. Some, especially Estonia and Lithuania and Ukraine, bring critical capabilities, insight
and experience that we need.

Third, irregular warfare, including information warfare, will be fought within our
borders. This means we need to rethink authorities. Our most experienced assets shouldn’t be
boxed out of defending the American people. We need sanctioned irregulars to build defensive
and retaliatory capacity in information operations, and a good place to start would be a
combination of U.S. Special Forces — who are, by mission, trained to fight unconventional wars
— with counterintelligence and independent actors. We must also work with our trusted allies on
the geographic front lines of NATO using, as you noted, Senator Gardner, the 10" Special
Forces Group, our Europe-aligned group, which brings a range of knowledge and experience in
countering Russia to the table.

Fourth, Americans need to be armed with defensive tools. One of these is stronger data
and privacy protections that will limit the coercive applications of big data.

Fifth, we need to evaluate how to restrict tools of computational propaganda on social
media and whether that is something that we can do.

Finally, we must be far more aware of how the export of Russian capital into our system
is influencing critical industries, including tech and big data.

We should never emulate the Russian information-control model. Disinformation has
purpose, but fighting it must also have purpose. If we aren’t clear about what that purpose is,
what we are fighting for and what we believe, then we can’t win. But this has been an open
battlefield for the Kremlin for more than a decade, and it’s not a war we can afford to lose.

Thank you.

GARDNER: Thank you, Ms. McKew.

Ms. Hooper.

HOOPER: Senator Gardner, Co-Chair Smith, members of the Helsinki Commission, |
want to thank you and Chairman Wicker for giving me the opportunity to testify regarding the
damage caused to democracy and human rights by Russian disinformation efforts in the United

States and Europe, and efforts to combat them.

I’ve submitted a longer statement. 1 will highlight a few points here.



Since the election, Congress and other policymakers have become increasingly sensitized
to the Russian government’s use of various forms of disinformation. However, | should
emphasize that the use of disinformation is not the Russian government’s sole strategy. It’s part
of a coordinated effort to disrupt and attack liberal norms wherever the opportunity arises using
economic influence, electoral disruption, and the weakening of multilateral institutions, among
other strategies.

At Human Rights First, we’ve documented the effectiveness of these threats in Eastern
Europe, including how Russia has contributed to significant backsliding on democracy and
human rights in Poland and Hungary, each a NATO ally. Importantly, Hungarian and Polish
publics largely disagree with anti-EU and anti-democracy messaging. Nearly 80 percent want to
stay in the EU and NATO despite propaganda attacking these institutions. Thus, investments in
Eastern Europe that shore up democratic institutions are likely to yield positive results.

In addition to media propagation of disinformation, Russia sponsors government-
organized NGOs, or GONGOs, across Europe that contribute their own false and misleading
analyses and expert statements. Two Berlin-based Russian-funded organizations are Boris
Yakunin’s Dialogue of Civilizations and the German Center for Eurasian Studies.

Recently, | conducted research into Russia’s use of these think tanks, their contributions
to disinformation and possible links to the far right and ultranationalist Alternative for
Deutschland and National Democratic Party in the run-up to Germany’s election. What | found
was that the Russian-funded think tanks and German far-right parties were putting our similar
messages on a number of key topics, including the EU, NATO, the United States, Western
democracy and Western media.

In general, these included attacks on multilateral institutions built on liberal democratic
values and indictments of these institutions as serving only elites. Specifically, both argue that
Western democracy has been degraded by multiculturalism and Western media is untrustworthy,
as well as that the EU and the U.S. are not truly free or democratic.

It bears noting that the reach of these campaigns is at present quite small. Germany
seems to be prepared to fend off interference around its upcoming election. German leaders have
issued public warnings about potential Russian cyberattacks and disinformation and developed
working groups and contingency plans. The German public has therefore been sensitized to the
possibility of interference. However, about 3 million Russian speakers in Germany continue to
be targeted daily with disinformation about refugees, same-sex marriage, terrorism and defense
issues.

Germany has also made some missteps in responding to disinformation. The Network
Enforcement Act passed in June essentially forces social-media companies to be the arbiters of
what constitutes free speech and what violates German law. This is a dangerous, shortsighted
approach and will inevitably force these corporations to rely heavily on censorship.

In January, then-Director of National Intelligence James Clapper said that the attacks that
occurred around the U.S. election were a clarion call for action against a threat to the very



foundation of our democratic political system. This threat is not confined to the immediate run-
up to elections. Challenges to our democracy are occurring right now, and the U.S. has been
slow to respond.

So what do we do? First, | agree with Ms. McKew that the U.S. government needs to
unify around the conviction that Russia used disinformation in the United States. By no means is
it the only purveyor of false and misleading information, but it remains a leader in pursuing this
phenomenon for political ends.

The U.S. government needs to present a unified front to European allies, partner with
them in combating this threat, and also take a leadership role in crafting a thorough and
methodological response.

Second, Congress needs to work with other government bodies, tech companies and civil
society to gain a more comprehensive understanding of how disinformation works and can be
combated to ensure that all bodies are on the same page and there is a comprehensive plan and
approach. It shouldn’t rely on shortsighted responses similar to the German law, however.

Third, much of the U.S. government’s focus has been on messaging and public
diplomacy, but we also need mid- and long-term strategies to support democratic institutions and
values overseas. For example, funding for the Global Engagement Center is important, but its
focus on messaging is only one tool. It isn’t by itself a comprehensive response. The best
advertisement for democracy and human rights is the demonstration of strong, well-functioning
democratic institutions. We need to show people, not just tell them.

On the part of Congress, this means adequately funding democracy and governance
programming, including in Eastern Europe, a region we formerly thought had graduated from
authoritarianism. For example, the European and Eurasian Democracy and Anti-Corruption
Initiative, introduced by a bipartisan coalition, including some from this Commission, would
commit $157 million for innovative projects to combat Russian disinformation and influence in
Europe, like those that we believe are helping Germany fend off interference in its election.

At a time in which democratic values and institutions are being undermined and
challenged directly, we need to invest resources in these mainstays of sustainable security and
prosperity. Nations are looking to us for guidance in dealing with this new type of threat. We
need to step up and lead.

Thank you.

GARDNER: Thank you, Ms. Hooper.

We will now begin the question phase of the Commission hearing.

I thank you all for your testimony. It’s intriguing, fascinating and frightening at the same

time. There’s a saying in politics that politics is the only place where sound travels faster than
light. 1didn’t come up with that. It’s actually printed on the wall in one of the restaurants here



in town. But I think it has great meaning, because we’re dealing with information here that, once
out there, can’t be pulled back.

And as children we were taught that if you’re on the playground and somebody hits you,
it’s always the one throwing the second punch who gets caught. But in this case, it’s the first one
that matters and the second one that no one pays any attention to.

So tell me, Ms. Hooper, Mr. Lansing, Ms. McKew, How do we respond to
misinformation in a way that is elevated to the level of that first attention-grab of the actual
disinformation itself?

HOOPER: 1 think you pointed out correctly, Senator Gardner, that just correcting facts
after the fact, which is important, is not going to have the same punch. It doesn’t have the same
breadth and reach. We find in studies that often a correction makes the initial statement more
viral, because there is some attempt at censorship. So correcting can be sometimes harmful.

I think there are a couple of ways that we can have that kind of impact. One is something
called counter-speech. At Human Rights First, we have studied narratives about certain
communities, like the Lisa case, and narratives about immigrants and refugees. Putting out
stories and narratives by these communities about these communities is important. Initiating that
communication and putting out information that counters the information we think is going to be
falsely presented is helpful.

And then I think that what Mr. Lansing has discussed is media literacy, educating people
about being critical of information that could be put out. | think the German government has
done a really good job of that around the election, coming together and communicating to their
population to be on the lookout for this. That helps a lot.

GARDNER: Mr. Lansing or Ms. McKew, would you like to add to that?

LANSING: Senator Gardner, your point is very well taken. And I think, in terms of the
BBG’s perspective, it’s both an offensive and a defensive strategy. We’ve really taken to the
offensive. You saw the example of “Current Time” of telling stories and showing documentaries
that Russian language speakers, within Russia and outside of Russia, just never see; that they’re
blocked from seeing. So offensively, we’re bringing information and content to audiences that,
by the very existence of that content, indicate that they’re being blocked from other content.

And then, defensively, Radio Free Europe/Radio Liberty has done a fantastic job with
investigative reporting. In fact, they had one investigative report earlier this month that
definitively proved that there were Russian armor and tanks in eastern Ukraine based on
identifying them visually with a camera and then matching them to tanks and armored personnel
carriers seen in Red Square during a parade.

So that kind of offensive-defensive, punch-counterpunch helps us gain some advantage
so we’re not always on a tit-for-tat trying to correct the record.



MCKEW: Just very briefly, to add to what was just said, on our side, and again, focusing
on English and not on Russian—which I believe is an important but very separate problem—
being clear on the threat and the goals and the purpose of what Russia is doing, especially to the
United States, but in our information space more broadly, is extremely important.

Based on polling and other surveys, many Americans don’t believe it is happening and
don’t believe it would have any impact on them. The core of this, which is what’s so unnerving,
especially if you sit with some of the information-warfare experts in countries that pay a lot of
attention to this, is that none of this is the “secret sauce” they all want us to believe it is. It’s
marketing. It’s basic human psychology utilized in new technological ways. But it’s very
effective in the ways it’s being applied, because it’s countering open space to move into. There’s
nothing coming from our side.

Open-source intelligence projects and investigative journalism and exposing
disinformation are very important initiatives, but none of them fill the most critical space, which
is narrative and which is storytelling; what is the purpose of what we are doing and how we are
delivering that to people. That’s an open space right now in which there is very little leadership.
For me this is the first step in coordinating what our response needs to be in a way that will be
noticed by people, because we’ve been very absent from it in the past decade.

GARDNER: Thank you.
And the co-chair of the Commission, Congressman Smith.
SMITH: Thank you, Chairman.

A couple of questions. First, as you know, recently the news broke that the FBI is
investigating Sputnik for a possible FARA violation and that the U.S. associate of RT has been
ordered to register with DOJ as an agent of a foreign government. 1I’m wondering if you thought
that was a good step. Will it have positive consequences?

LANSING: Congressman Smith, I’m aware of that information. It’s in the press. There
are consequences to anything that would look like an attempt by the United States government to
limit or block Russian media in the U.S. That’s not to say it’s not a good idea, but | would
suggest that there would be consequences. We currently have a bureau in Moscow with
approximately 50 journalists, mostly RFE/RL and some Voice of America and | worry about a
reciprocal response. But at the same time, | think it is a complicated problem, because you have
the activities of RT and Sputnik that clearly appear to require some investigation.

SMITH: OK.

MCKEW: | might just add to that quickly, amplifying a point that Senator Cardin made
in his opening remarks about the information warfare tactics that were applied in eastern Ukraine
before the invasion. | think something we really need to look at is what are these organizations,
because they’re not just media. They’re not just reporters.



Starting as far back as the Georgian war in 2008, certainly in Ukraine and in Crimea, the
first wave of the war was the arrival of Russian journalists and the establishment of
communications from those areas, including completely false video, a narrative that was being
established to justify the means of invasion.

So I think it’s a very complicated area, the free speech, how-do-we-not-become-Russia-
while-responding-to-Russia problem. But these are not standard media organizations, and they
are worthy of separate consideration from other things, like BBC, NHK, other state media, which
are not at all similar to what Russia does with their state media resources.

SMITH: One of the concerns that | have — Mr. Lansing, you might want to take this — is
there a thought of creating a Current Time for China? | co-chair the China Commission with
Senator Marco Rubio. My committee, the Human Rights Committee of the Foreign Affairs
Committee, that and with the China Commission, I’ve chaired 62 hearings on China and Chinese
human-rights abuses.

There are threats to human rights all over the world. Russia and China pose among the
most egregious threatsto human rights and freedom the world has ever known. And taken
together — and they do work increasingly together — I think we are in a very precarious time in
our history.

My question would be, especially at a time when CCTV is on a tear, just like the
Russians are, to propagandize not just Americans but the world, with the narrative about Xi
Jinping’s benign benevolence and everything else—I watch CCTV just to stay abreast of what
they’re doing. Their hatred towards Japan and the harkening back to the atrocities committed by
the Japanese is a regular feature on that television network. And yet we have been cutting Radio
Free Asia slots at the precise time when we should be tripling it.

So my question would be there seems to be a sense in our government and elsewhere that
we give China a pass while we focus on Russia. Now, we should enhance our work against
Russia. And I think the work that Current Time is doing, I think that’s a very, very responsible
and responsive attempt to really get the truth out.

But, that said, we are diminishing our capacity to get the truth out in China. As a matter
of fact, it is demonstrable. | meet with the folks that run the Radio Free Asia efforts, and VOA
has got a similar problem, and they are aghast. They’re appalled that we are lessening our ability
to tell the truth in that dictatorship. And again, they operate unfettered here in the United States
through CCTV and other means. They’re even buying Hollywood, as we all know, so that there
will not be a criticism leveled against the Chinese dictatorship, because if you want to get your
movie, if you want to get your screenplay approved, it will be censored.

And we saw that all happen some years ago — and | had the first hearings, and then
several more over the years — on global online freedom, or the lack thereof, where Google and
others would voluntarily censor, as the price of admission to that market, what happened at
Tiananmen Square. And Google, | swore at them, and Yahoo, Microsoft and others, and | was



sickened by the complicity of U.S. corporations to kowtow to Beijing. While the economic
interests are nowhere near as robust with Moscow as they are with Beijing, we have enabled
dictatorship through these actions.

So “Current Time,” is there something similar planned for China? And again, there
seems to be a double standard when it comes to China and our lack of robust broadcasting there
and right now, as we meet, the downgrading of Radio Free Asia. I’m the one who offered the
amendment to make it 24 hours a day when it was a part-time because there’s much more that we
could be doing in that.

And let me just ask one final question. | have many, but time doesn’t permit it. How
would all of you assess the European governments’ efforts to counter Russian disinformation?
Are we working as collaboratively as we could? Estonia, as we know, has made a valiant effort
to step up a new Russian-language television station, ETV+, to counter Russian propaganda. But
one country alone can’t do it. What can be done to coordinate those efforts with our European
friends and allies?

LANSING: Congressman Smith, thank you. | agree with everything you said there.

As far as China, we consider China and Southeast Asia and the China periphery to be on
a par with Russia as the top two information battlefields that we’re dealing with. Thanks to the
successful and positive mark we have from the U.S. Senate for FY ’18, I think we’ll be able to
enhance and not reduce our RFA coverage, as a matter of fact. And, in fact, we had a special
appropriation from FY ’17 that allowed us to develop programming with RFA, Radio Free Asia,
and Voice of America for the first time to create television content for North Korea.

I think we’d all agree that the North Korea situation and the connection with China right
now is a key foreign-policy issue for the United States, and we’re focusing on that right now.
And we’ve already developed some very interesting programming that counters the narrative in
North Korea about what it’s like for Koreans living in the United States or for those in South
Korea as well.

So we’re investing in China and its periphery. As with Russia, it’s difficult to get
television into China and parts of Southeast Asia. We just yesterday went through a situation
where we were shut down. Radio Free Asia was shut down in Cambodia by President Hun and
we’re evacuating our people from Cambodia today. So it’s a tinderbox of information
complexities and we’re facing it head on.

SMITH: | appreciate it.

Just one final thought, if you could answer those other questions as well. Are you
thinking of a “Current Time” type of effort for China? And again, RFA Mandarin Service is
facing a 94 percent cut. 1’m encouraged that you’re happy with the appropriation.

LANSING: Yeah. The mark will allow us not to have to do that.



SMITH: Great. Completely not to do it?
LANSING: Yes. Correct.
SMITH: That’s great.

LANSING: And the “Current Time” approach is, in essence, the approach we’ve taken
in the last two years that 1’ve been in this chair, to take our five networks and use them together
for a greater impact. That’s what we’re doing, for instance, with the North Korea programming.
It’s Voice of America and Radio Free Asia working together, one telling America’s story
through the Korean diaspora and one telling the story of Koreans in South Korea.

So the answer is yes philosophically to the approach of Current Time, which is to use
multiple networks to have maximum impact and use taxpayer dollars more efficiently by doing it
that way.

SMITH: Thank you.
Coordination?

MCKEW: Just two quick points on that. I think that there’s a range of European efforts
that are under way — some are in Russian, some are in other languages — focused in these same
areas of investigative journalism countering Russian disinformation. But again, English
language resources are absent.

The Baltic example that you mentioned is a good one, where, yes, they’re doing more
Russian-language broadcasting, but English-language news from the Baltics is still very much
controlled by Russia. The primary news sources in English are RT and Sputnik coming out of
the Baltics. There needs to be more English-language resources that are not driven by Russian
content from a variety of regions in the world.

I think the beginning of how we coordinate that response, something we need to look at
more closely is using our military-to-military relationships as the core of this effort. Those are
really the steel in our alliance, especially in NATO. In times of political shifts in many
countries, and other uncertainties, those really anchor the direction of where we’re going. There
are tremendous capabilities there that | think we — especially sometimes our diplomatic core —
tend to sideline and want to keep out of non-conflict areas, but there’s tremendous capability
there that can be used in fighting these types of hybrid warfare that we need to utilize more
efficiently. Also, I think how do we coordinate everything else is the United States of America
as a full unified government needs to make clear that we’re in this fight and that we stand with
our European allies on countering Russian aggression in the information space and elsewhere.
Right now that is not necessarily clear to our allies in Europe.

GARDNER: Thank you, Congressman. Thanks.



And for those of you who haven’t seen it, some of the content that they have directed
toward North Korea is very good, and | would encourage you to have a chance to see that
because we’re starting to do some very unique things, thanks to the bill that both the chambers
passed last Congress that authorized significant funding for some of those new programs. So
that was one of the good things we did in bipartisan fashion here as it relates to North Korea.

Congresswoman Moore.
MOORE: Thank you so much, Mr. Chairman.

And | want to thank this distinguished panel. 1 do look forward to having the opportunity
to really read your written testimony thoroughly and continue to engage with you on these issues.

I’m going to try not to be as long as my good friend Chris Smith in asking this question.
I’m going to work on this. I’m going to try hard. (Laughs.) I’ll try hard not to make my
question as long as yours, but this is a very, very complicated issue.

I once asked James Clapper, the former director of national intelligence, whether or not
he thought that some of the stuff, Ms. McKew, that you say is not secret sauce. It’s just basic
human psychology and knowing how to manipulate people that has shown that it’s effective —
asking him if he thought that absent proof that there was actual manipulation of votes or voter
rolls and so on, whether or not these sort of psychological messages had an impact on voter
turnout or voter choices. He said that the intelligence agencies really weren’t equipped or they
just really didn’t or couldn’t make that kind of assessment. | found that very distressing. | can’t
remember whether it was you, Ms. McKew or Ms. Hooper that made the point that it’s not just
diplomacy that we’ve got to do, but we have to build out our technological infrastructure. 1do
know that, Ms. McKew, you are the one that made the point that until we all get on the same
page and admit that the Russians interfered in our election, that we aren’t going to be able to
move forward.

So here’s my question. Like climate change deniers, is there some sort of drop-dead date
that we better come up with in terms of getting our act together, getting on the same page with
the Europeans, putting the appropriate assets in the State Department to build out infrastructure
and capacity before it’s going to be too late and they are really going to infiltrate this space and
have it become a virus or germ that we won’t be able to reverse it?

MCKEW: Thank you, Congresswoman, for the thoughts and the question.

I think there’s never a “too late,” but I think we’re really late in responding, and I think
for a variety of reasons, policy driven and otherwise, we’ve been late coming to this fight.

And at this point, | think it’s hard not to argue that there have been significant shifts. The
erosion of belief that institutional democracy can deliver for representative populations, the
erosion of belief that institutions matter in many Western societies, certainly the erosion of the
belief that this is something other countries want to pursue are things that have very much
developed over the last decade in parallel with Russian disinformation operations. So interpret



that how you will, but I think that our voice needs to be in that space in a way that actually
celebrates and represents our values in ways that we haven’t seemed to be willing to do in quite
some time.

I think that if you’re looking at the evaluation of proof of manipulation based on
information operations, it’s very hard to do, as Clapper suggested. But if you look at shifts in
opinion during that same period of time — in particular the period between summer 2015, when
we know there was an escalation in Russian activity in our information space — and at parallel
shifts in opinion on key issues in certain voting populations in the United States on issues like
free trade there were significant shifts in opinion. 1 think it’s hard to say that what they were
doing didn’t have an impact. And what we have seen them do in other countries, particularly in
countries like Georgia and Moldova and in Ukraine, is focus very much on voter suppression or
mobilization, on how to get people to vote or not vote based on who they are.

MOORE: And to that point, I received several robocalls and, you know, based on these
algorithms and, you know, targeting African-American women, and so on, to suppress the vote.
I got a call, clearly a Slavic voice, saying — and they knew that | hadn’t voted early —it’s not too
late. You haven’t voted. But if you vote for Hillary Clinton, she will deliberately start World
War Ill. Now, you know, being sort of a kind of the peacenik-type person, | mean, it’s easy to
determine from my social footprint that | would be vulnerable to such a message.

And in terms of the whole Facebook thing, you know, targeting its users,we are hearing
that they targeted Facebook folks,and anybody who talked about mass incarceration or racial
injustice, people were targeted for the super predatory message about Hillary Clinton and news
of that fashion. And so | am wondering, is there an opportunity for us — since James Clapper
says that our intelligence agencies are not doing it, is there some technology that we have to
counter these psychological messages? Is there something you can point to that we could do?

MCKEW: Absolutely. And I think the points you raise are really good ones. And your
point about the campaign targeting and messaging targeting is really important to me, because |
think people believe these things aren’t happening because we don’t see the same information
anymore. The stuff that would have been targeting you on Facebook or in person is not the same
things that 1 would have been getting.

And the first time we saw that used in that specific way, it was in the Georgian elections
in 2012, where there were these totally separate information universes created on Facebook to
mobilize or demobilize parts of the population in very different ways. So I think the solution to
that, there is a technological piece of this. But the problem is, who’s motivated to find it?
Industry — that being social media companies and data and technology firms — make a lot of
money off of this. They are not interested in shutting this down. And the solution, they seem to
be suggesting, is the best way to fight automated content online is to create more automated
content online so we can get double the advertising revenue — which I don’t think is the best
solution when we’re talking about persuasive views and people’s opinions in between. But there
is certainly an industry role to be played in this, an evaluative role, especially from the Congress,
to be played in what can be done to limit the ability of social media to use computational



propaganda, and for foreign adversaries in particular to use this for these type of information
operations and not just advertising, it’s not just selling shoes. This is about aggressively
changing the views of individuals, and we need to be aware of that.

MOORE: Thank you so much.

And thank you, Mr. Chair.

GARDNER: Thank you.

MOORE: WEell, I have to go back to the “House of the people” to vote. (Laughter.)

GARDNER: Well, several of us are housebroken already! (Laughter.) Ben and I are
housebroken. (Laughter.) Thank you, Congresswoman, for being here.

Senator Shaheen.

SHAHEEN: There are some of us that think that’s the problem with the Senate.
(Laughter.)

Let me begin by thanking each of you for being here, for your testimony and for the work
that you’re doing in this space. | believe that this disinformation is one of the biggest threats that
our democracy faces today. And I think that one of the reasons that we have had trouble
developing a whole of government approach is because the first thing that really got the attention
of the American people was the Russian interference in our elections in 2016, and that was
viewed through a partisan lens as opposed to being viewed through an understanding that this is
a threat to the foundations of American democracy. It has nothing to do with Republicans and
Democrats. It’s all about how do we undermine democracy in America and in the West. So |
especially appreciate what all of you are doing.

I want to go back to the whole of government approach, though, because on the one hand,
Mr. Lansing, you talked about the importance of keeping all of the work of the BBG separate
from government so it’s not viewed as propaganda, which | appreciate and | agree that that’s
important. But it also makes it difficult, then, to develop a whole of government approach, I’ve
had a chance to ask members of the military about whether we should have a unit in our military
that deals with disinformation, and they punted to the State Department. Russia, on the other
hand, does have that kind of unit in their military. So the question is, how do we develop that
whole of government approach given the various interests that we have within our government
and the partisan challenges that we still face in terms of dealing with this issue?

LANSING: Senator Shaheen, I’ll start and then defer to the other panelists.

I would just say that | appreciate and the BGG appreciates your leadership on the issue of
disinformation in the Senate and you keeping it highlighted the way you have. As we think
about the BBG —and | discussed earlier the firewall that protects the independence, as you said,
so that the content is not viewed as propaganda, that doesn’t mean that we’re not connected to



the federal government. We’re very much connected. In fact, on our board there are nine board
members. It’s a bipartisan board, but the secretary of state, or his designee, serves on our board.
And we have regular contact with the State Department. So when we make decisions about
where we’re going to deploy assets around the world, the decisions are made based on the
information that we learn and understand through our colleagues at State and sometimes other
agencies. So it’s not by mistake that we’re emphasizing Russia and the Russian periphery, and
China and the China periphery, and ISIS in the Middle East as our top three priorities, because
we understand that because we stay connected with the U.S. government. So we can still be
involved in a whole of government solution. We just have a very unique lane that we operate in
that others could do information programming. That would not be in our lane. It could do any
number of things.

SHAHEEN: Ms. McKew.

MCKEW: Thank you, Senator. And I would also thank you for your leadership on the
Kaspersky issue, which is something that has driven many of us crazy for a long time. So I’'m
glad to see we’re finally moving forward on getting that out of our government infrastructure,
and hopefully the rest of the country as well.

It is a complicated issue. However, | think the one thing we can really look at,

right now no single part of our government and no single part of our civil society or
industry or anything else wants to take leadership on this because there isn’t that center to
activity. And when it’s created and everybody has to be in the room, suddenly, good things
happen. 1 think the one thing from the Russian side we really can seek to emulate is the
informality and creativity that comes from throwing various parts of a mechanism into a room
together and seeing what comes out the other side, where you have intelligence talking to
industry, where you have military talking to diplomacy in a much more integrated way on the
threats, how to respond to them, what to do if you’re thinking offensively, certainly.

SHAHEEN: But let me just interrupt you for a minute.
MCKEW: Yeah.

SHAHEEN: Because I think you hit on one of the things that’s the real challenge, and
that is we don’t currently have anybody in charge.

MCKEW: Correct.

SHAHEEN: So, again, I’ve asked the State Department about this. They have not
moved forward very rapidly with the funding on their Global Engagement Center, and they were
not excited about being the point person on this issue. So who should be in charge? Where
should the leadership for this reside, and the direction?



MCKEW: 1 think until it’s clear that the White House believes this issue is something we
need to address forcefully, that is a very difficult question. But it needs to be something that’s
assigned to an individual within our government somewhere to lead this effort.

I think you see a lot of things sitting out there waiting to be used. The GEC is a good
example, where Congress has been forcefully saying create this, use this, here’s some money.
Why aren’t you doing anything with it? It’s still sitting there. In the Pentagon, there’s an entire
part of the Pentagon that deals with information operations. What are we doing with them right
now? The Marine Corps just created a new directorate of information operations. Why aren’t
they coordinating with the other military branches that work on these things? Again, special
forces have great capacity and military information, support operations, and none of these are
coordinated. They’re all sort of drifting around. And again, none of these things have any
mandate to look at what is happening inside the United States, coordinate with
counterintelligence.

And there was a really good piece in Politico last week by Asha Rangappa talking about
this, that there’s no authorities for counterintelligence to look at social media or counter, you
know, sort of aggressive, hostile information operations within the American information space.
There’s just a lot of thinking — rethinking that needs to be done in terms of authorities and how
we respond. And until there is some sort of coordination body, | just don’t know how we get to
that answer. But certainly, the Senate and the Congress can provide leadership on this by sort of
forcefully mandating that we move in this direction and that there is somebody within the U.S.
government looking at legal authorities, sort of organizational authorities, structure of political
will. And even if everybody doesn’t show up, maybe you get enough people in a room to have a
critical mass to move forward, or at least to use what is already there that we are currently not
coordinating and not utilizing well.

SHAHEEN: Thank you. | know I’m out of time, but can I just get Ms. Hooper to
respond to this as well?

HOOPER: Sure, very quickly. | think that we have seen some leadership coming from
Congress where the White House and the secretary of state have left a gap, and | would
encourage more of that leadership in this space, in terms of looking at the funding for democracy
programming in the State Department. And again, holding hearings and raising this issue
repeatedly, | think that’s where we are seeing leadership. And so we’re going to need more of
that, but it’s going to also need to coordinate with technology companies, for example, and also
civil society, where there’s expertise as well.

SHAHEEN: Thank you.
Thank you, Mr. Chairman.
GARDNER: Thank you.

Senator Cardin.



CARDIN: | think Senator Shaheen is raising some extremely important points. The
Congress has tried to intercede to focus on this issue, to coordinate the activities of various
agencies. | must tell you, I’ve been extremely impressed by the work in our intelligence
community in this area. They’ve been very active, and they have shared that information not just
with the Congress but with our friends around the world. So there’s been some strong
coordination on the intelligence front as to what is happening.

Where we haven’t seen the attention is on how you counter it, how you protect and
counter. That’s where | think we have really not seen the work. I’ve had some meetings with
our colleagues in NATO and the EU to try to energize better cooperation. Congress has
authorized funds for international efforts. Those funds were just recently released. There’s also—
and Senator Gardner and | have talked about it — in our oversight functions there really hasn’t
been a clear responsibility. This is — the Senate Foreign Relations Committee has, | think, the
principal responsibility here. There are other committees involved. But we haven’t really
focused on that aspect of it. And we’re talking about perhaps a way of reorganizing some of the
work in our permanent committees to deal with this.

The OSCE is the largest regional organization in the world. It has an overwhelming
majority of its members who are of like mind as to what is Russia is doing and that it is
dangerous to our security and we need to be better defended and have an offensive way to
counter their misinformation. We all understand — well, at least those of us that have been on the
Helsinki Commission — understand the bureaucratic challenges of the OSCE, particularly
Vienna. But we also know about the hope within the Parliamentary Assembly that we are able to
get pretty direct action against perpetrators that are against the principles of the Helsinki Final
Act.

So my question is, is there an avenue within the OSCE, within the Helsinki Commission,
where we can organize countries of like mind to more effectively deal with the preparation for
what Russia is doing, but also how we can have platforms to counter that misinformation. |
appreciate, Mr. Lansing, what you’re doing, but I would think that it would be more helpful if we
also had the input and cooperation of more and more countries that recognize the danger of this
disinformation campaign. How could we more effectively utilize the U.S. Helsinki Commission
and the OSCE?

LANSING: So we would be very open to working with our friends and allies in this. We
do have an organization called the DG7, which brings together the state broadcasters of many of
our allies — Japan, Australia, Germany, France, the U.K. — and we meet once annually to
compare research and goals and see how we can help one another in various parts of the world.
But I think that type of approach is something that we’d be very favorable towards.

CARDIN: Any other suggestions on how we can get other countries working with us
more effectively to recognize the threat — and the intelligence information is there. They know
what’s going on. But what I have not seen, is a coordinated effort among countries to
affirmatively defend ourselves and to counter what Russia is doing.



MCKEW: | would agree with you on that, and I think that the OSCE can potentially play
arole. Sometimes the issue tends to be that the Russians can mess up what is happening within
the OSCE, but if there is the ability to build a like-minded group, particularly one that can bring
together the people we think of as donors in this space — the U.S., the U.K., Swedes, others who
have been forthcoming with resources to fight Russian disinformation in a variety of projects —
with the countries that are sort of frontline partners who don’t really have the resources to
contribute to this fight but they have the expertise and the experience and the manpower and the
history to understand what is happening in more clear ways, that could be extremely useful. |
think that would be a very useful effort.

HOOPER: Can I just echo? Iknow that Dunja Mijatovi¢, who was the former special
representative on freedom of the media in the OSCE, did put out a paper on combatting
disinformation and was pulling together groups of journalists, for example, to develop strategies
and talk about strategies within the OSCE space, and | think that’s pulling on what Ms. McKew
noted, that there’s a lot of expertise in the OSCE among countries that had been affected by
Russian disinformation in various ways that are on the frontlines. But you’ll note that, then, Ms.
Mijatovi¢’s term was cut short because there were political reasons that the Russian government
was involved with in trying to cut this term short. So I think that there is of course that risk, but
there is the opportunity as well because there are many like-minded countries within the OSCE.

CARDIN: Well, a consensus organization is always restricted as to taking formal action,
but the OSCE has a long history on freedom of the press and opportunities and where we can use
that in human rights, where we can showcase what’s going on as far as misinformation. | would
just urge us to use those opportunities. | mentioned the human rights meeting that takes place
annually in Poland. We’ll have our winter meetings in Vienna, of the Parliamentary Assembly.
Our annual meeting in July is in Berlin. There are opportunities for sidebar meetings. There are
opportunities for action. The Parliamentary Assembly works by majority — it’s more democratic
than how Vienna works —we could get some things and we could put a spotlight on what’s going
on and we could have a forum to recognize that we must be more effective in sharing strategies
to defend against Russia disinformation. 1 just think there are ways that we can do this, and |
think you all can be very helpful to us in putting that together.

LANSING: Senator Cardin, I think that’s a really terrific suggestion. We’re actually
hosting the DG7 meetings here in Washington in December. That will include the French, the
British, the Germans, the Dutch, Japanese, Australian, and we’ll put this on the agenda for that
meeting.

GARDNER: Thank you, Senator Cardin.

Senator Whitehouse.

WHITEHOUSE: Thank you, Chairman. And thank you to all the witnesses.

Just to be clear, is everybody in agreement that the Russians interfered in the last
election? Yes, yes. Three for three. OK. Are all of you familiar with the publication “The



Kremlin Playbook” and the publication “The Kremlin’s Trojan Horses,” by CSIS and the
Atlantic Council, respectively? Yes, yes, yes?

LANSING: | am not.

WHITEHOUSE: You’re not. OK. Are the two of you that are familiar with those two
publications, what’s your opinion of them? Are they reliable, complete, trustworthy? Do you
agree generally with the findings that they made?

HOOPER: Yes, I think that they lay out a large number of the strategies that we’ve
referenced today that Russia is using throughout Europe, also in the United States.

WHITEHOUSE: Ms. McKew.

MCKEW: | would agree with that. I think they do show partial strategies very
effectively. | think the Kremlin has a wide range of tools that they use. And I think one of the
narratives that we don’t pay enough attention to, and in particular in the political parties that the
Kremlin is sort of cultivating relationships within Europe and elsewhere, it’s no longer the
Marine Le Pen model as much as it is the soft on Russia model. And I think we need to be far
more aware of this. You especially see it on social media, the sort of middle rank of sort of
Western journalists hanging out in Moscow and others who propagate this narrative of, OK,
Russia is bad, but America is worse, and America should know better, so it is much worse. And
anything you do to respond to Putin means you’re a Russophobe and it just makes them stronger
and proves his point. This is very effective in integrating its way into the American media
environment, particularly in graduate students, it turns out, and we just need to be aware of that
and be very aware that what they’re cultivating now is not pro-Russian views as much as don’t
look over here, don’t look at the man behind the curtain.

WHITEHOUSE: So as we try to prepare ourselves to defend against Russian
interference in the 2018 and 2020 elections, 1’d like you to comment on two potential vectors for
Russian interference. One is the ability of people who seek to influence elections to spend
money — indeed, very significant amounts of money — in American elections without attribution,
while remaining anonymous. Presumably, we all agree that that’s not a good thing in terms of
defending against foreign interference in American elections. How serious a vulnerability is it,
on a scale of one to 10? Let me just go down the row.

HOOPER: 1 think that is a serious vulnerability. There might be something that may be
more serious, so I’ll give myself a little bit of room and say eight or nine.

WHITEHOUSE: OK. But very serious?
HOOPER: But yes, quite serious.

Because that is precisely how you see Russian funding to far-right, far-left disruptive
parties definitely throughout Europe. | can speculate to other places, but | know that there is



quite a bit of funding. You have gatherings of disruptive parties going to St. Petersburg to meet.
It’s money that is making this happen. And so | think that we need to guard against that here.

WHITEHOUSE: Mr. Lansing, you don’t need to give a number. Perhaps that was
asking too much. But slightly, very, extremely? How serious is that as a vulnerability?

LANSING: Having been in the media business for four decades, it’s clear that money is
what drives results on any platform, so I’d say extremely.

WHITEHOUSE: Ms. McKew.

MCKEW: And I would agree with that. Just briefly the new ideology of export from the
Kremlin is kleptocracy, and money is the means of recruitment. It is the means of influence and
infiltration. We’re not paying enough attention to that. I’m pretty hardline about this, but there
is very little money coming from Russia that is clean or not connected to Kremlin interests and
motivations, and we need to be far more aware of how that works in our societies.

WHITEHOUSE: One of the things that is happening around the world — and this will be
the second part of my question is that companies are cleaning up thecorporate transparency
problem. Unfortunately, that leaves the United States of America in very bad company of
misbehaving countries who have not cleaned up corporate transparency. And in that light, could
you comment on the nature of shell corporations that you can’t see who is truly behind as a
danger or a vulnerability in our elections to Russian influence. Same question as the last one, but
instead of unattributed money this is corporations who you don’t know who is behind the shell.

HOOPER: | am grateful that you mentioned that because I think that is an area where the
U.S. has allowed Russian money, allowed other types of corrupt kleptocratic funds to come into
the U.S. And this not only harms our own system, it harms our reputation as we try to portray
our values as democratic values overseas. And so | think that that is precisely where the U.S.
needs to be putting attention when it is thinking about things like Russian disinformation and
Russian influence.

How are our laws allowing this to happen? Shell corporations is definitely one area
where | think that there’s a great vulnerability.

WHITEHOUSE: Mr. Lansing, agree or disagree?

LANSING: | agree with Ms. Hooper and have nothing to add.

WHITEHOUSE: Ms. McKew.

MCKEW: The anonymous movement of money through various financial systems is an
extreme challenge to us. And I think in particular looking at the United States, the movement of

Russian money into our system is not about buying real estate and yachts. It’s about buying us.
And we need to be very clear about that.



WHITEHOUSE: So final question. And this takes, Ms. Hooper, your point. Let me posit
a hypothesis — and it’s obviously going to be not accurate specifically, but posit that there is a
corrupt world in which Russia is a very prominent player, basically a criminal enterprise that
happens to also enjoy nativist sentiment and nuclear weapons, and has occupied a country, and
on the other side, “rule of law land.” So if you generally were to divide the world between
“corrupt land” and “rule of law land,” what are the ways in which “rule of law land” is actually
facilitating corruption and kleptocracy in “corrupt land?” And how important is it for us to try to
clean that up? And is that a sensible way to be thinking about this international rivalry, or
contest?

Ms. Hooper, you first.

HOOPER: Yes, it is a sensible way. As was mentioned earlier, | think corruption and
the flow of Russian corrupt money is the main way that Russian influence leaks into other
countries, and that is through buying individuals, buying corporations, buying property. Here,
it’s also through sending children to universities, or allowing corrupt officials to vacation in the
United States, sometimes. There are so many ways that we see corrupt money flowing freely.

WHITEHOUSE: Is there an incentive for people who’ve stolen a lot of money in
“corrupt land” to move their money into “rule of law land” so that they’re not in turn robbed by
the next bigger thief?

HOOPER: Yes, of course, because there are rules to protect it.

WHITEHOUSE: That’s how they protect themselves from being robbed by the next
bigger thief in “corrupt land,” correct?

HOOPER: Yes, that’s right. And I believe that a recent statistic said that more than half
of Russian corrupt money is not in Russia.

WHITEHOUSE: And what role do American law firms, accounting firms, advisers, and
other entities play in facilitating that?

HOOPER: Law firms, accounting firms, lobbying firms are all advising kleptocrats on
how best to take advantage of the rule of law system we have here.

WHITEHOUSE: OK. I think my time is probably expired, but | appreciate the witnesses
being here and | appreciate the theme of this hearing. Very well done. Thank you.

GARDNER: Thanks, Senator Whitehouse.
And we’ll go another round, if you don’t mind, and just ask additional questions.
Ms. McKew, you had experience with people who witnessed this firsthand. It was about

them. They went through it. Could you talk about some of the effects it had on the thought
process of individuals that said this misinformation was aimed at in Georgia and other places that



you’ve had experience in — what it was like to go through that, the pressures it created, how they
dealt with it, and the experiences that you glean from that that we should learn from?

MCKEW: It’s a really interesting question, and | think it gets back to this point that it’s
very difficult for disinformation, but in particular Russian operations, to create new divides or a
new part of the landscape, but it’s very easy for them to exacerbate and exploit what’s already
there. And in Georgia in 2012, that space was very much the halted reforms in the justice sector,
the concerns about what was happening sort of in the expansion of rule of law in the country, and
that was the sort of wiggle room to get into in terms of creating this black PR narrative of the
bloody nine years of the rule of Saakashvili, which I think most people would disagree is truth.
Certainly, there were issues with the of Saakashvili government, but bloody nine years is not a
valid representation of what happened during that time when significant things transformed
toward democracy in the country.

But it was this targeting. The government didn’t know any of this was happening.
Anybody who on Facebook or other social media had sort of liked anything from that side would
be excluded from the operations that were going on. So there was this very divided view of the
country that evolved over the year when these operations were applied. Toward the end, when
you had not just a narrative of what way do we want the country to go, what didn’t you like, are
you disadvantaged compared to others, but the things right before the election, the supposed
prison rape tapes that were put out, the night of the election when there was this fake story,
which was much later debunked, about this dead baby that had been found in a well that they
claimed the government or the ruling party had killed. But all of this was playing out in real-
time across the information network that had been built by Bidzina Ivanishvili, whose money is
Russian, and very much backed by Russian information enterprises.

And | think that the effect this had on people — on Georgians in particular, who after the
war in 2008, there was this sense of the existential threat in the country. And it’s exhausting.
It’s exhausting for any country to have to think all the time about invasionturmoil, takeover.
And all of this sort of exploited that sense of wouldn’t it be great if things could just be normal
again, but created this environment of fear and the potential for violence that really suppressed
part of the vote, and elevated another part of the vote in ways that I think really shifted the
outcome of what the election was. And I think that’s fairly easy to pull out.

In Moldova, it’s a little bit different. It’s a very divided country, the Russian-speaking
part versus the Romanian-speaking part. But it is such a terrible information environment, where
four or five national channels are controlled by the oligarch who controls the country, who is
nominally pro-European, but his channels are the ones that promote all the pro-Russian
propaganda in the country. The courts that he controls are the ones that have laundered the $40
billion of Russian money through Moldova into the EU. Within that environment, the way that
they control the country is through division, through saying you have no choice but maintaining
these divisions, or the Russian-speaking population would be disadvantaged anywhere else, the
Romanian-speaking population would be disadvantaged with any other thing going on. And it’s
this constant churn that is used to control what people think their options are, and that’s why
everybody’s leaving the country. But that constant maintenance of these narratives is very
difficult, it’s all about information, and it’s information used to mobilize people in specific ways.



GARDNER: But when you look around the globe and you look at Europe, you look at
Germany, look at France, the United States, our efforts, is somebody doing this better than we
are? s somebody getting it right? Is there more policy in place somewhere that’s having a
better effect than we are? France, during their election, was able to fight back a little bit. Can
you explain how — and let me hear from all three of you.

MCKEW: 1 think that there are countries that watch and assess this problem better than
we do. But in terms of response, I’m not sure that anybody really has anything yet, other than
happenstance. | think part of what happened in the French election, there’s sort of a cultural
resilience to slander and scandal that we don’t have as Americans.

There’s a big language issue. The way the Russians talk about this constantly is the
linguistic hegemony of English, which is the thing they’re trying to break with RT and Sputnik.
But they’re not wrong about that, which is English is the language of the internet. So when they
do these operations, in terms of the information space, in English, we are the echo chamber
they’re pointing at, and everything just kind of bounces around. They don’t do that much in
French. There’s not as much effort applied. Same in German, although mostly what their
avenue of disruption is right now is they’re targeting the Russian population, the Russian-
descended population within Germany, and then other things. But it works better in English, and
that is why | think you’ve seen the results that are Russian-connected on Brexit, on the American
election, where there just feels like there’s more going on that we haven’t seen.

HOOPER: | wanted to add a quick point. | think that both France and Germany have
done better in one respect: French media was able to agree that they would not be covering the
hacked information that was released. And so the media there agreed not to do that, and | think
that that was a significant step there. In Germany, you have Angela Merkel meeting with experts
on disinformation right after the U.S. election, saying what is this, what do we do with it, and
then there’s a coordinated governmentwide taskforce that has developed contingency plans
around this election. If there’s a drop of disinformation on a campaign that occurs, what do we
do, how are we going to respond? They all know. And there’s even a secondary voting
computerized system that’s been set up in case their primary computerized system is attacked.
There are contingency plans. In addition to informing the public this might happen, they’re
specifically informing themselves and taking action.

GARDNER: And I thank you for that.

Senator Shaheen.
SHAHEEN: Yeah, I’ll do a third round with you.

GARDNER: Thank you. (Laughter.)



SHAHEEN: Lest someone think that Americans are immune to this kind of
disinformation, I can tell you that in the public forums that | have done in New Hampshire, |
have had in each one someone speak up with the exact Russian narrative on the issue that’s being
raised, whether it’s Syria, whether it’s the elections, whatever it is. And most of the people who
have done that have been people who have been educated. They have been people who you
think, gee, they ought to be able to recognize the difference. So the question of media literacy is
the one that | really wanted to get at. What responsibility does the media here have to point out,
as opposed to just repeating some of these narratives, and what more can we do to address that
issue so that there’s — among responsible media in the country, an effort to really take a look at
this?

That’s you, Ms. Hooper.

HOOPER: | don’t want to say that the media is the problem, because | believe that media
in the U.S. is really a symbol of who we are and what we are, and the fact that —

SHAHEEN: I agree, and I’m not suggesting that the media’s the problem.

HOOPER: | understand. But | agree with you that there seems to be a tendency in the
U.S. for us to go to the shiny object, and that includes with our media. And sometimes the shiny
object is something that has nothing to do with substance or with facts. | do feel like media has a
responsibility, and a raising of that issue and a highlighting of the ethics responsibility of
journalists and of media, I think, would be helpful and important for us now.

SHAHEEN: Mr. Lansing, as someone who’s come out of that world?

LANSING: Yeah, not speaking as the BBG CEO but just in my experience having been
a journalist myself and a news director, I thought it — first of all, I take your point very much, and
I thought it was interesting to watch the evolution of the coverage last year. When you’d be
watching one of the cable television networks and you’d hear something said that was
empirically untrue, and the moderator would just let it go right by. And then after a while —and |
think CNN was a leader in this, and the others came along — you saw them becoming a little
more aggressive to call something out as being untrue or even to say that’s empirically false. So
I think it took the media a little bit of time to catch up with what was a blast of disinformation
that seemed to come out of nowhere. And to your point, | think the media has a responsibility in
the best tradition of media to offer perspective and context. And part of perspective and context
is helping an audience understand or a media consumer understand how to be a smart consumer
of media. And I think more could be done to do that.

SHAHEEN: So how do we encourage that among the media? One of the examples that |
use that I’m sure you all heard was the story on social media that got picked up by Fox News and
repeated and then got repeated by the president, and then finally they had to debunk it and say,
oh, no, that was a Russian-planted story. But how do we get the media to police itself on these
issues?

Ms. McKew?



MCKEW: It’s an interesting question, and | think part of this gets back to the post-2016
election in particular. Now everyone is a Russia expert. And people commenting on Russia and
the purpose of Russian information operations on the news are often the person who just
commented on whether or not the next Supreme Court justice is going to be good for the country.
And | have no commentary on the next Supreme Court justice, but I do think that we need to be
careful about how we are applying expertise in media, absolutely.

But part of it is raising awareness of this narrative issue. What is the Russian narrative
here trying to achieve? How does it do that? How does it work? And part of it is building
awareness in the commentariat but also in journalists about those things. | have had more than
one argument in the past two years with good friends of mine who are good, extremely good
aggressive credible journalists who have written a story that is clearly Russian disinformation.
And if you poke at them and say what is this story that is demonizing Ukraine, amplifying some
bit of Russian narrative from the Middle East, whatever it is, and you can finally get back to
whatever the source was. It’s just it seemed like a good story, so we’re going to write it.

But the Russians are very sophisticated about how they get information in front of us.
They use proxies. They use secondhand people. They use pass-throughs. They use people
who’ve been in the United States for a long time. The outreach to journalists and to others, to
think tank experts, to academics in particular is a long-term effort. They’re very good at
introducing information into our systems, in journalism, in intelligence in other countries, and we
need to be more aware of how that information moves and what it aims to achieve.

I think there’s also another piece of this in the media space, particularly on social media
which is sort of algorithm-based, and the financial models of these companies is on basically
creating an infinite confirmation bias system. | had this amazing conversation with a Facebook
guy a couple years ago when he was lamenting that he doesn’t understand Washington or how
divided our information spaces have become. Why do we think this is so bad? And I looked at
him and said, maybe because everybody’s reality is curated for them on Facebook. And it had
never occurred to him that this was a problem at all. The model where social media decides you
want to see this, so we’re going to show it to you, if you and | searched something on Google
right now too, we would get totally different results sitting 10 feet apart in the same room. This
needs to be something we’re looking at, because it’s giving us inaccurate views of the world as a
means of selling things sometimes, but it’s not helping us in terms of building sort of cognitive
resistance against disinformation.

SHAHEEN: Thank you.
Thank you, Mr. Chairman.
GARDNER: Senator Whitehouse, if you care.

WHITEHOUSE: Thank you, Chairman.



Ms. McKew, | left off with a question to Ms. Hooper about the role of U.S. lawyers and
accountants and lobbyists and advisers and banks in facilitating the protection of resources stolen
in “corrupt land” so that they can find sanctuary in the safety of “rule of law land.” And I’d like
to have you comment on the same question, if you recall that.

MCKEW: Yes, absolutely. I think the point you hit on is the right one, which is it’s the
exploitation of our system that is the thing the Russians are really great at in many regards,
particularly in finance. | think the initial way — the first round of accountants and others who
became engaged in this are the same guys who are laundering money for people getting divorced
and, you know, it’s the normal movement of — or hiding of - corporate assets, hiding of personal
assets that regular non-kleptocratic individuals and companies engage in. That is the
infrastructure into which kleptocratic money is moving in Russia and other places.

WHITEHOUSE: And that’s in part because if you leave the money in “corrupt land,” the
the next bigger thief can steal it.

MCKEW: It’s totally vulnerable, absolutely. And you can’t use it.
WHITEHOUSE: And you can’t use it.

MCKEW: It’s not good for anything. You have to get into legitimate banking systems,
yes.

WHITEHOUSE: So you’ve got to move it over.
MCKEW: Yes.

WHITEHOUSE: And in that sense, how important is that network of “rule of law land”
support entities — the lawyers, the bankers, the accountants — in actually making the corruption in
“corrupt land” pay off for the people who engage in it?

MCKEW: They are allowing corruption to be profitable and allowing it to bleed into our
systems in ways that we are not aware of.

WHITEHOUSE: And the final question on this takes us back to a point that presidents
have made about our country, that we are a little bit different than other countries. We are an
exemplary nation that, as one said, the power of our example has always mattered more than any
example of our power. And from Jonathan Winthrop to Ronald Reagan, we have talked about
the United States of America as being a city on a hill. And in our national hymn we talk about
that alabaster city is supposed to gleam. So what are the costs? A, do we get value in this world,
in your view, out of being that exemplary nation? And, B, what is the effect on that value of
allowing ourselves to become the functionaries of kleptocrats in “corrupt land?”

Ms. Hooper?



HOOPER: Yes, there is value. | can tell you, having worked for years overseas, in
Russia, in Central Asia, in the Caucasus, everywhere | work, even when | express concern about
our criminal justice system or something that’s happening in the U.S., my colleagues would tell
me no, your system works, but, no, we are looking to your system. This is what I’ve heard
everywhere. So, yes, there is of course value in this.

WHITEHOUSE: And how that’s value impacted by our participation in the support of
the kleptocracy?

HOOPER: Yes, we risk losing that value. And I think that we both need to — we both
need to be doing something about the corruption, and we need to be talking about it and be seen
to be doing something about it to show that this is a value that we hold and continue to treasure
and keep. | think both of those things need to be happening.

WHITEHOUSE: And how that’s value impacted by our participation in the support of
the kleptocracy?

HOOPER: Yes, we risk losing that value. And I think that we both need to — we both
need to be doing something about the corruption, and we need to be talking about it and be seen
to be doing something about it to show that this is a value that we hold and continue to treasure
and keep. | think both of those things need to be happening.

WHITEHOUSE: Ms. McKew.

MCKEW: Of course | would agree that there is tremendous benefit to the city on the hill
remaining the city on the hill. 1think that the construction of the post-World War Il architecture,
in terms of security and economic integration with Europe, the transatlantic alliance is what has
made us an enormously prosperous, secure and influential nation in the world. So the idea that
this is not something we benefit from is —

WHITEHOUSE: It’s not just that we have more rockets and missiles than other people.
The power of our example matters.

MCKEW: The power of our example is enormously important. And if you ask any of
our allies, especially the newly freed states from the post-Soviet space, they still don’t get why
we don’t understand this and why we’re not fighting for it in the way that they did and that they
have.

WHITEHOUSE: In the battle of ideas and ideologies that make up our world, how does
that power of our example fare when we are engaged in systematic support for the kleptocrats of
corrupt land?

MCKEW: 1 think one of the arguments I’ve tried to make the most in the past year in
particular, but also before, is the ways in which Russian money influences us. It just does the
thing I focus on the most. I’m sure other countries have the same issues. But it’s not always —



WHITEHOUSE: | mean, my question is in terms of reputation.

MCKEW: Yeah, absolutely. But it’s not always — it’s the way in which we silence
ourselves to keep the flow of money open. At a conference in Tallinn earlier this year, there was
a great panel of European bureaucrats talking about the problems of Russian blah blah and |
asked them if we know this is what the money is achieving in our systems, in our politics, in our
media, etc., why don’t we do anything about it? And the answer was, “We’re all making too
much money and nobody’s going to take the hit.”

We see the impact that this has had in the U.K. in particular. In London, there’s a huge
bastion of keeping illicit Russian funds in place, and in other places as well. You see in Europe
the ease with which politicians move straight from politics into Russian business. We should not
believe that there is any less influence with Russian money in Washington. The number of
advisers around political campaigns, around political parties in general who are taking Russian
money, representing Russian interests — and even if they’re not advocating for Putin, they’re not
going to say anything critical because they want to keep getting that check — is an enormous
problem, and one I find very disheartening. There is a lot of Russian money, and the way that it
works here and influences Washington in particular is something we don’t pay attention to very
much.

WHITEHOUSE: Thank you, Chairman.
GARDNER: Thank you, Senator Whitehouse.

The Zapad exercises are starting in Belarus today. A hundred thousand Russian troops,
it’s estimated, will be in Belarus as a part of this exercise. Are you seeing anything, hearing
anything in regards to disinformation surrounding this, and what have you seen, and how is it
being countered?

MCKEW: 1 think, from the Russian side, they’re doing their usual “it shows our
tremendous military might, and yet it’s a nothing-burger, don’t pay any attention to what’s going
on over here” routine. They claim it’s far smaller, 13,000 troops.

GARDNER: And it is a hundred thousand or — yeah, right.

MCKEW: For our Baltic allies, it’s an enormous mobilization with a tremendous amount
of forward-deployed equipment moving into Belarus in advance of the exercises, all of which
was documented by rail schedules. In particular, there’s a lot of anxiety about what this means.
In the U.S. operational mindset we have this challenge of divided geographic commands. If
you’re sitting in Moscow and looking out, the Baltics, Ukraine, the Middle East, and North
Korea are kind of all in the same ring of operation. There’s a lot of anxiety that as tensions in
North Korea escalate, that creates more opportunity for Russia to move in the West if they
decide to try to test NATO or challenge other security infrastructure. This year feels different.
There’s real anxiety about what’s happening in terms of whether this just means that Russian
equipment is never moving back out of Belarus, like maybe the men leave but the stuff stays.



Maybe they move some of it to Kaliningrad. Nobody’s really sure. But it definitely has more of
that pre-2008, pre-2013 sentiment than not, | would say.

GARDNER: One of you talked a little bit about education and being taught what to look
out for. Journalism school, reporters, you’re looking at this kind of a campaign out of Russia. Is
this taught in class? Is this something that you can teach? How do we provide this education?
Is this something that needs to happen as part of professional development going forward? How
does this work?

LANSING: So I’'m privileged to be on the National Advisory Board for The George
Washington University School of Media and Public Affairs, and their leader, Frank Sesno,
immediately, within a week after the election last year, started conducting forums that brought all
the students together with people like Sean Spicer and others that were heavily involved, and
they were really rich and deep conversations going on at the GW campus about what happened
and how to think about journalism after the 2016 election. So I’m seeing, at least at GW — and
I’m sure they’re not alone — a push in academia in terms of journalism schools to make sure there
are lessons learned, particularly just going back to the point of the context that’s missing, to
Senator Shaheen’s point, about understanding how to be a better consumer of news, and also
how to be a better journalist to help people be a better consumer of news.

GARDNER: Yeah, and by then, though, the vast number of consumers of that
information are going through college and they’re not receiving that in class. So they’ve gone
through high school, how do we make sure that we have critical reading, critical thinking skills
that are appropriate in this new world of 24-hour/7 day a week access to information so that we
are making sure that people need to question what they read, and make sure they know where the
information is coming from and make their opinions on their own and have not somebody else’s
being fed to them?

LANSING: Completely agree that it would need to expand beyond just the journalism
schools and really just anyone who’s going to be a consumer of media needs to have a more
astute method for understanding what they’re hearing or seeing or reading, and where it’s
coming from.

GARDNER: Senator Shaheen.

SHAHEEN: Thank you.

Well, I would argue that media should include social media as well.

LANSING: | agree.

SHAHEEN: Because one of the reasons that we’re in this place is because we have this
whole new technology that’s social media.

LANSING: Yeah.



SHAHEEN: | want to go back. Ms. Hooper, you talked about Russian support for right-
wing organizations in Germany, and you all referenced their support for parties, different
political parties, right-wing. Do we have any evidence that Russia has supported right-wing
groups in the United States and white supremacist groups, neo-Nazi groups here?

HOOPER: |don’t have any evidence. There is a researcher, Casey Michel, who focuses
primarily on this issue. Russia has gathered separatist groups — for example, California
separatists, Texas separatists — and there is evidence that the websites of California separatists
and Texas separatists are supported by Russian institutions. But for general political parties, |
can’t say that | have evidence. You have a lot of similar argumentation, but, again, | want to
make evidence-based arguments, and | don’t have evidence for that.

SHAHEEN: Sure, yeah, no, that’s what I’m asking.
Ms. McKew, have you seen anything?

MCKEW: Yes, is the answer. And, you know, it’s not that anybody can prove financial
connections or anything else, but in terms of rhetoric and overlap of operations, there’s a lot of
integration between the Russian information architecture in some of these actors who have been
represented on Russian state media.

Russia hosts a lot of conferences. Some are these separatist groups in which the Texas,
Alaska and California separatist movements have attended in the past, in Crimea and other
exciting places. But on the idea of the white supremacist groups, ultranationalist groups, the
traditional values group, Russia’s been very aggressive in cultivating relationships with these
groups — sometimes in very tactical ways that disagree with other pieces of their narrative that
we think are important. But in the U.S. far right in particular, if you go down the list of the
groups that were active in Charlottesville, they’ve all attended Russian conferences or been
connected to Russian information architecture or received amplification from the Russian
networks. | think that really points to a subject of interest from the Russian side that we need to
be aware of. | and several of my colleagues, including Jim Ludes from Salve Regina University,
were writing on Twitter about this after Charlottesville, and the bot attacks in response from both
the Russian-crafted Bernie bots and the Russian-crafted far-right bots was intense and
aggressive. So this is clearly something they don’t really want discussed.

SHAHEEN: Mr. Lansing, you talked about, in response to Congressman Smith’s
question about RT and Sputnik and efforts to address what they’re doing in terms of presenting
Russian propaganda, that you were concerned about retaliation. Do you believe that those two
outlets are directly supported from Moscow, from Putin’s government?

LANSING: Yes, | do.

SHAEEN: Do you, Ms. Hooper? Do you, Ms. McKew? (No audible response.)

And | have legislation that | introduced back earlier this year which would modernize our
Foreign Agents Registration Act in a way that would give some teeth to the Justice Department,



because it seems to me that they are dramatically exploiting a loophole. | would agree that under
our system, they should be allowed to broadcast, but people need to understand what they’re
watching and that—because they claim that they are not directly connected to Putin’s
government and Moscow—Americans really are not as aware as we should be of what they
represent. So that’s really more of a statement than a question, but would you all support
providing more teeth to FARA to allow us to close that loophole?

MCKEW: As you know, Senator, | have been a foreign agent for different causes in the
past, ones that | was happy to represent and fully disclosed and registered every contact and
meeting and email to your office and others.

I do believe that right now FARA is basically voluntary. It was four, and now I think six,
guys in one office. That’s a good expansion. But there’s a lot of belief that there are loopholes—
there are really not—»but it is not enforceable in its current form. There are some loopholes in
the sense that think tanks aren’t covered. There is foreign money that is being used to influence
the Hill as well. That should be covered. There are lawyers who are happy to interpret for you
how FARA does not apply. | do not have that lawyer, obviously, but others are happy to find
them. And I think that for that reason the Justice Department needs to be clear about what the
law actually says.

I think one particular point that needs to be more explicitly detailed — and I’ve had this
conversation with many of my friends leaving government who I think have gotten the “don’t
worry, FARA doesn’t apply to you” speech from others —if you read the statute the way I believe
it was intended, if you are providing advice to a foreign government, political entity, state
enterprise, et cetera on how to influence U.S. policy, even if you yourself are not making phone
calls, sending emails, representing them actively in Congress or in the administration, you have
to register. Many people don’t. They sort of use this adviser label, claiming they have no
responsibility. That, I think, really needs to be clarified and closed, because it’s the space in
which many people try to remain clean by not registering, but it is giving tremendous tools of
influence to people who are willing to pay, because obviously most foreign interests are always
going to encourage you not to register because it you know, who wants transparency?

SHAHEEN: Sure, right.

MCKEW: But the transparency point on RT and Sputnik | think is the right one. We do
need to be careful about freedom of speech and information.

SHAHEEN: Right.
MCKEW: However, there should be disclaimers on the purpose of what this is.
SHAHEEN: Absolutely. Do either of you want to comment?

LANSING: Sure. I will comment, Senator Shaheen. I’m not an expert on FARA. As a
citizen, 1 would support the idea of strengthening FARA. As the CEO of the BBG, | would just



make sure that you understand that there could be some reciprocal outcomes, depending on what
happens as we strengthen FARA as it relates to Sputnik and RT.

SHAHEEN: Sure.
LANSING: But that’s just information for you to know.

And the last point I would make is the expression of what the networks of the BBG do
around the world — VVoice of America, Radio Free Europe — is really an expression of the value
of free speech. And so | would put that into the mix as well, those two components, as you
consider how to move forward.

SHAHEEN: Well, thank you. I’m well aware of what the potential ramifications are.
I’ve already been compared to McCarthy, my actions to McCarthyism. So —

LANSING: Hardly.
SHAHEEN: Ms. Hooper.

HOOPER: | wanted to echo Mr. Lansing’s concerns, that | know you’re fully aware of.
think that it’s important to perhaps not become too distracted by just RT and Sputnik.

SHAHEEN: Absolutely.

HOOPER: I think in two ways, both in making FARA stronger, think about across-the-
board what this is going to look like, and then in another way looking fully at other methods of
influence and other influences on our media that is not just RT and Sputnik.

SHAHEEN: Thank you. Well said.

Thank you, Mr. Chairman. And thank you very much for a really very informative and
important hearing.

GARDNER: Thank you, Senator Shaheen.

And thanks to all of our colleagues on the commission, the Helsinki Commission, who
participated in today’s hearing.

Thanks to the witnesses for your testimony, and I’m sure there will be follow-up from a
number of us on the commission and with the commission, work for additional questions, and
would ask you to respond as quickly as possible to anything on that front. But more than
anything, grateful thanks to the commission. And to everyone who participated in the hearing,
thank you for attending. Thank you for listening online. 1 truly appreciate the participation.

And with that, this Helsinki Commission hearing is adjourned.



[Whereupon, at 11:31 a.m., the hearing ended.]



